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The ldentity Security Challenge

« PAM &MFA projects = slow, complex, costly
* Legacy systems and Apps = hard to secure

« Service accounts = to often neglected, yet
critical

 Limited visibility into authentication activity

« Hard to limit lateral movement
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The Identity Security Challenge




Why is it revolutionary
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User requests access from the
IAM infrastructure

|IAM infrastructure forwards
request to Silverfort using
patented RAP technology

Silverfort analyzes risk and triggers
inline security controls if needed

Silverfort returns security
verdict to IAM infrastructure

|IAM infrastructure grants or denies
access

No proxies. No application changes.

No change to user workflows.

IAM infrastructure
(Active Directory, ADFS, Entra ID, Okta, Ping, RADIUS, etc.)
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Runtime Access Protection (RAP)
Unique technology enabling inline security enforcement from the backend of the IAM
infrastructure
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YOU GET MFA, YOU GETMFA 4o
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EVEIIYIINE GET MFA
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Authentication(ldentity) Firewall
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“, Policies
® v Allow (5)
2 o New policy
« Full control of authentication and access o ... r e o e
With inline enforcement at the aUthentication P Auth Type o Active Directory Azure Okta Radius ADFS PingFederate Windows Logon
protocol level b
= Protocol Kerberos NTLM LDAP(s)
- Active prevention of lateral movement and
ransomware propagation e
° R apld |mp|ementat|on Soiice Engineering-workstations
even during active incident response (IR) events
- Works alongside network segmentation tools
or as a faster compensating control
() this is another policy & 4572

This is a policy with a really long name that re...



ldentify and protect your privileged
accounts

2 Privileged Access Security

") Account Status “) Protected Privileged Accounts
..................................................... 194 [ 493 Accounts protected with JIT or Virtual Fencing policies 84 [ 493
I I d - - d I | . k Account Status : All Policy : All Cross Tier: All Sources: All Destinations: All Group / OU: All
mplement and activate rapidly, unlike
a ny PA M SO | Ut i O n ) Tier 0 (24) Tier 1 (351) Tier2 @ Unassigned (75)
Name (323) Status © Sources Destinations Cross tier - Policy ©

Discover and classify privileged accounts Mo e S “

automatically and continuously o ° '

Enforce Least Privilege access policies to : > P -

control where each account can be used o

Enforce Just-In-Time (JIT) access at s o 4

scale to achieve Zero Standing Privileges S .
92’[’0"" hony Disabl 9 1 ® 2 Fencing




Protecting the identity security blind spot e
- Service Accounts

Discover and classify all service accounts, « Enforce ‘virtual fencing’ for service accounts
keys, tokens and many more torestrict sources and destinations

Map and analyze exactly where these identities « Automate protection at scale with smart

are being used polices

Y Filters | Baseline Change: All Name : All Protection status : All Risk : All Protected Accounts Actions : A

Machine to machine (34) ® Hybrid (8) ® Scanner s(D) ® Dormant (146) ® Removed (1) @
L3

B PROTECTION ‘ SERVICE ACCOUNT

SDURCE DESTINATION AUTH ~ | RISK

| . ciscomail@intranet.cs.hr

SOURCE PROTOCOL




Identity Threat Detection & Response (ITDR)

Do you know what your

" All Platforms
accounts are doing?
[
Label By Severity Label Last 30 days Label
* Resclved * Open Collection
* Critical 1 Credential A
50
* High 4
75 _ .
* Medium 9
Low 61 o
Tactics : All Data source : All Severity: All Jira issue: All Iain entity : All Add Filter
| g Incidents Severity Status Main entity Last activity Tactics
Eagffzf:iwerd Spray Attempt 1] || * Open & SWE123 Mzaj-'_EQ 2024 Q InitialAccess
Move beyond passive detection to active ssraoss Ml e open © mtancces
inline response e P S e s © e
?u;:fiij:!&mgm Attempt from Tor 0  Open > George Tah LAD' 118-‘ 2024 Q@ InitialAccess
Stop attackers without stopping your gy ek Resdingina Co..._ inprogress © exraten
u S e rs E,a:f :T;ﬂiss WA Bypass 1] In progress 1% Scott Wilfred Af'416 2024 @ InitialAccess
E,ch:lﬁiif]:fassword Spray " * Open & James Stones Ma:’fg 2024 @ DataExfilration
= = Successful Password Spray - May 29, 2024 i
Integrations with XDR, SIEM and SOAR . —— Rl
p ro d u ct S ?ch:ﬁzif}::ﬂPaSSWOFd Spray 11 * Open ZZ James Stones Ma:’fg 2024 @ DataExfilration
?ch:ﬁzif}::ﬂPaSSWOFd Spray 11 * Open &% James Bond Ma:’fg 2024 @ DataExfilration
Successful Password Spray " * Open S5 Jimmy Beast May 29, 2024 @ DataExfilration
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All environments & resources

Microsoft Active Other on-prem identities Cloud IdPs [aaS SaaS

Directory

82 ADFS  PingFederate > Mot okta aws & Q&% ™ ZL W
HEIH = {{:)}' = RADIUS  Local accounts onelogin Pingldentity. Azore " GoogeCioud & J 3% 0
- . - The Silverfort Identity Security Platform . -
Allidentities
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Workforce users Privileged users Third parties Machine & service accounts Cloud NHIs




The Silverfort Identity Security Platform

Microsoft Active
Directory
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Other on-prem identities

&8 ADFS  PingFederate

RADIUS Local accounts

All environments & resources

Cloud IdPs
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ISPM

Uncover, map and analyze
identity security exposures

ITDR

Detect and respond
to attacks in real time

Universal
MFA

Extend Multi-Factor
Authentication to any system

All identities
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Workforce users

MY

Privileged users

Authentication
Firewall

Stop unauthorized access
with Zero Trust policies

NHI
Security

Discover and protect
non-human identities

Privileged Access
Security

Identify then enforce least
privilege & Just-in-Time access
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Third parties

Machine & service accounts

O
Cloud NHIs
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