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Cost-effective and seamless 
scaling of memory tiers with a 
homogeneous consumption model

Improved memory allocation for 
higher VM Consolidation Ratios

Improve CPU utilization by freeing 
up CPU cores for workloads

Memory 
Tiering with 
NVMe

Up to 40% Lower TCO
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Patch vSphere Clusters Faster and Less Disruptive
Live Patch even more of ESX

Live Patch vmkernel, 

user-space and NSX 

components

ESX service restarts 

required (non-

disruptive)

Fast-Suspend-

Resume large vGPU 

VM even faster

No Evacuation. 

VMs stay running

ESX

vmkernel user-space nsx vmx
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Reduce Risk and Downtime When Patching
vCenter Reduced Downtime Update

Upgrade to vCenter 9 from any 

topology

CLI and API options available

Automatic network 

configuration for data migration

Switchover phase can be 

scheduled

Address security 

vulnerabilities quickly and 

with lower risk
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vSphere Supervisor

vSphere Supervisor is an 

integrated Kubernetes-based 

Declarative API

Define what you want, let the 

system figure out how to make 

it happen

Deploy Kubernetes Clusters 

with vSphere Kubernetes 

Service

Deploy Virtual Machines with 

VM Service

Add additional Supervisor 

Services to extend the 

capabilities of the platform

vSphere 

Namespace

Kubernetes 
Applications

Node Node Node

Control Plane

Kubernetes Cluster

Kubernetes 
Applications

Node Node Node

Control Plane

Kubernetes Cluster

VM
VM

VM

vSphere 

Namespace

Pod Pod Pod

Pod Pod Pod

vSphere Pods

Supervisor

Kubernetes Service 

(VKS)

VM Service Supervisor Service 

(i.e. Harbor)

Supervisor Control Plane

Pod Pod Pod

Pod Pod Pod

vSphere Pods

Service vSphere 

Namespace

Pod Pod Pod

Pod Pod Pod

vSphere Pods
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Firm Foundations Start with Software-Defined Architectures
Remove hardware dependencies, decrease TCO, increase agility

Traditional

Compute Silo

Network Silo

Storage Silo
Limited

to Datacenter

Hyper-Converged

Management Framework

Hybrid-Cloud
Ready
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Low Cost GeoCluster
Integrated stretched clustering technology

Stretch a single vSAN cluster 

across 2 physical sites

Maintains object data 

availability during:
• Failures within a site

• Failures of a site

Resilience settings applied 

using storage policies

Integrated with vSphere HA 

and DRS

Preferred Site Secondary Site

Object

ISL

Object

vCenter

Site disaster tolerance

Failures to tolerate

Availability Advanced Tags

1 failure – RAID-1 

Dual site mirroring (SC)

ObjectObject

Storage policy

Local resilience

Site resilience

3rd site for witness
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Global Deduplication
Additional Space Efficiency Reducing Cost Per TB

Effective.  Optimized for 

maximum space efficiency
• Uses 4KB granularity

• Cluster-wide dedup domain

Runs asynchronously
• Adaptive throttling

• Minimal performance impact  

intelligent post processing 
• performs the deduplication tasks at 

times that are ideal for the cluster, 

while minimizing the amount of I/O 

activity for the processes

vSphere vSAN ESA

vSAN ESA Datastore

Background

deduplication

process

Frees capacity

Used 181 TB/905 TB (20%)

Capacity Overview

Actually Written

Space efficiency savings: 314 TB (Ratio: 4.73x)



Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.  

All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
2020

VM-Level Data Protection to Remote vSAN Clusters

Protect VMs locally and remotely 

using vSAN ESA snapshots

Replicate and recover courtesy of 

the VMware Live Recovery (VLR) 

Use policy-based protection 

groups to define local and remote 

protection outcomes

Create relationships between 

multiple sites using site pairs

Ideal for disaster recovery, 

isolated recovery or long-term 

archiving

Supports vSAN HCI and vSAN 

storage clusters

vSAN ESA

vSphere vSAN ESA

Cloud Foundation

Local ESA 

snapshots

vSAN Data Protection

VMware Live Recovery

VMware Live Site Recovery 

(VLSR)

Disaster Recovery/Failover

Replicate as frequent 

as 1 minute

vSAN ESA

vSphere vSAN ESA

Cloud Foundation

Failback & reprotect

On-premises

VCF cluster

On/off-premises

VCF cluster

VMware Live Recovery VLR addon

vCenter Server

vSAN Data Protection

CREATE PROTECTION GROUP

1. Choose local/remote

2. Select VMs

3. Create schedules

Replica

* Replication a part of the VLR addon license

R
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Diagnostics
Active Findings

• See current issues

• Apply filters

• See actionable recommendations

• Export Findings

• Increases visibility & speeds discover

• Drives faster resolution

• Improves environment stability
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Log Assist
SR Tracking

• Generate Log bundles on demand

• Link bundles to Support Requests 

• Use the logs for troubleshooting

• Automate Log Bundle creation

• Transmit secure logs bundles directly

• Track log bundle deliver and SRs status
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Reclaim capacity

Before you buy new hardware, consider the opportunities for reclaiming the resource capacity.
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Automation Central Updates
Schedule new Config Drift check job

• A proactive way to detect configuration 

changes

• Schedule automated config drift to report

• vCenter Config changes

• vCenter Cluster config changes
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Native Integration for Supervisor and VKS clusters

• Native Integration with Supervisors on 

configuring vCenter integration

• Automatically monitor Supervisor clusters

• No need of separate Kubernetes MP to 

monitor k8s services
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• Management packs for over 30 external 

solutions

• Unlimited number of services/devices

Management packs   (True Visibility Suite)

VCF Operations

Converged & 

Hyper-Converged

Virtualization, 

Container & 

Cloud

Storage

Network

Compute

DatabaseApplications

Connectors
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VCF Fleet

Additional VCF Instances

Unified Operations Experience
VCF Operations and VCF Fleet Management

VCF Health & Diagnostics 
(formerly Aria Skyline)

Integrated Network Operations 

Integrated Troubleshooting & 
Observability

Integrated Storage Operations

Integrated Log Operations 

Security Operations

VCF Operations

.

Identity & Access

Password Management

Configuration Drift

Tag Management

Certificate Management

Lifecycle Management

VCF Fleet Management

VMware Cloud Foundation Instance

vCenter Server

Core Infrastructure

NSX Manager

VCF Automation

VCF Operations
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CERTIFICATES SECOPSCONFIG
DRIFT

FLEET 
MANAGEMENT

VCF IMPORT
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38

Tenant Management
1. Seamless Resource Allocation: Organize and 

manage tenant resources efficiently.

2. Simplified Identity Control: Streamline admin and 

tenant identity management.

Cloud Governance
1. Policy Enforcement: Ensure compliance with 

governance policies.
2. Automated Workflows: Use blueprints for consistent, 

streamlined deployments.

Developer Experience
1. IaaS Services - Built-in automation, governance, and 

seamless infrastructure scaling.
2. Catalog-Based Consumption - Streamline resource 

access, ensuring consistency and compliance.

One Interface For A Cloud Consumption Experience
Unified Consumption Experience with VCF Automation Console

The image is for illustration only

The information in this presentation is for informational purposes only and may not be incorporated

into any contract. There is no commitment or obligation to deliver any items presented herein
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RoutingLoad Balancing Networking Security

NSX: A Complete Solution

Full Network Automation
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Consume VPCs in vCenter and VCF Automation
Consistent implementation of Virtual Private Clouds (VPCs) across the platform

VPCs can be configured directly 

from vCenter and VCF 

Automation

VPCs and subnets are first-class 

objects

Attaching a VM to a subnet is 

straightforward
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Micro-segmentation Use Case

NSX-T DFW Introduction
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Rule with Network, Infrastructure & Application Based Grouping 
Example

WEB

1

APP

1
WEB2 APP2

ESX/KVMESX/KVM

N-VDS

WEB-LS

APP-LS



Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.  

All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
50

vDefend Distributed Firewall

• Grouping: Mix of Expression Based 

and Static members

• Tag based expressions for Segment 

Ports, Segments and VMs

• Tag consists of Tag and Scope and is 

applied to the above objects.

• Name based expressions for VMs

• Limited to 5 (Tag based) criteria 

expressions - AND & OR criteria

Overview

Expression Based Dynamic Membership Criteria
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Web

UNPATCHED 

HYPERVISOR

App

UNPATCHED 

File Server

UNPATCHED 

HYPERVISOR HYPERVISOR

SIGNATURE SIGNATURE SIGNATURE 

Made Easy with the Distributed IDS/IPS and Signature Curation

Ubiquitous Virtual Patching Inside the Datacenter
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Learning materials

All official VMware course materials are available for 
free to VCF customers and Partners !

ELS – Enterprise Learning Subscription makes the 
same courses available to anyone for a whole year! 
Contact us about this!

Access to tutorials and courses

1 Broadcom Support Portal entry

– VFC clients and Partners: any email assigned to the given 
company domain can be used!

2 Open Education portal

3 A list of available courses can be found under 
VMware Subscription on the 
Learning@Broadcom website .

https://support.broadcom.com/
https://support.broadcom.com/
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