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One Identity Fabric

What is Identity Manager?

What is Safeguard PAM?

Privileged Access Governance
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One Identity Fabric
Introduction

The One Identity Fabric integrates key
IAM/IGA Identity Manager capabilities into
one cohesive solution, including Safeguard
PAM, AM and AD/Entra ID, providing both
security and operational efficiency.

With seamless data synchronization and
communication, administrators can
consistently manage security controls across
all systems, whether cloudbased or legacy.
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One Identity Fabric in action

User Lifecyle

Rules

Provisioning
Fulfillment Workflows
Self-Service Requests
Entitlements, Accounts
Approval Workflows
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Privileged Account
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* Single Sign On

* Smart MFA

* Risk based access
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Systems / Accounts Discovery
Password Vaulting and Management
Session Management

Analytics

Unified Identity Lifecycle and Provisioning processes
JIT elevation of Privileged Accounts

Centralizing Governance, Compliance, Policy administration

Right-Sizing privileged entitlements
Risk calculation

Target Systems

Safeguard Remote Access
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Identity Manager
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The art of Identity Management

Automation is the fine art of providing

access to persons based on - in most cases,
data from authoritative source(s)

A common approach to automation is to
provide access to applications and

permissions based on this model — or a
similar model

Requests

/ Role / Position

/ Organization

/ Location

/

Base permissions
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Identity Manager: Complete Identity Governance

[ A central database repository using one (1) data model and one (1) code base }

Identity

Manager

Identity Aggregation
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Identity Manager: Complete Identity Governance
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e Ldentity

m Org. Unit [ 4 Manager

Identity Aggregation

{Authoritative sources for proper lifecycle management}
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Identity Manager: Complete Identity Governance

{ Connectivitiy based on framework }
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« Disconnected Applications

-« Data Warehouse
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Identity Manager: Complete Identity Governance
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Identity Manager: Complete Identity Governance

/User Lifecycle \

* Rules

* Provisioning

« Fulfillment Workflows

* Self-Service Requests
 Entitlements, Accounts, Roles, ...
» Approval Workflows
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Id t_t * Delegation
* Profile Management

* Role Management
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« Attestation/Certification
» Segregation of Duties

* Risk

» Ownership

* History
KDashboards & Reporting /

» On-Prem Applications
* Cloud Applications
« Disconnected Applications

-« Data Warehouse
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Identity Manager - Target system connectivity
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Identity Manager - web portal

Easily branded with logo

Custom themes
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One Identity Manager
Web Portal
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Self Service Use Cases

« Eliminates the need for IT to fulfill undocumented requests. Users can simply put their
requests via an online portal. The online portal enables an automatic compliance check for
requests including - separation of duties before directing the request through to the
appropriate data owner.

« Removes IT involvement by

@NE IDENTITY Oneldentity Manager Web Portal

automating the fulfillment
New Request @ ;r:::::s:nn,Jo;;(iiooiszj (JONASA) = & v
of approved access requests
for end users. - S D —— =
[l Root category (all products) O O rop e Cowwplesos  Codencen
» Full support for delegation S T o
« ServiceNow Ticketing Integration
supported as standard T
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Identity Manager - IT Shop: Features

Web Self-Service Front

Compliance check option for all requests
during checkout

Compliance check during approval

User can only request items which are
allowed based on his/her roles

Request history and process monitoring

Manager can make requests for his/her
employees

Requester can see peer’s requests

Peer-group analysis and recommendations

(ONE IDENTITY
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Identity Manager - summary

Key Benefits

Security: Reduces risk by providing visibility and control over user

accounts and access rights.

Compliance: Satisfies audit and regulatory requirements through

comprehensive governance and attestation processes.

Efficiency: Automates provisioning, deprovisioning, and access

management, reducing manual intervention and IT workload.

Unified Identity Security: Integrates with dozens of applications,
including Active Directory (AD), Azure AD, and cloud apps, to unify

policies and reduce risk exposure.

Zero Trust Model: Supports deployment of a Zero Trust identity

security model.

(ONE IDENTITY

Core Capabilities

Enterprise-wide provisioning and governance for all identity types.

Role management and RBAC: Simplifies defining and managing roles,

reducing complexity in access governance.

Integration: Deep integration with AD, Azure AD, SAP, and other

systems, supporting hybrid and complex environments.

Privileged Access Management (PAM): Natively integrates with One

Identity Safeguard for governance of privileged accounts.

Audit and Reporting: Maintains a detailed audit trail of all operations for

compliance and security.

Cost Efficiency: Recognized for faster deployment and lower total cost of

ownership, especially for mid-sized enterprises.
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Safeguard PAM
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What Is Safeguard PAM?

One Identity Safeguard PAM is a hybrid-
ready, easy-to-use, and comprehensive
Privileged Access Management solution.

« Secure, control, monitor, analyze and govern
privileged access across multiple
environments and platforms

xmii A ®

« Grants privileged credentials with role-based
access management and automated workflows

« Enables ability to manage passwords from
anywhere and using nearly any device.

« Controls, monitors and records privileged
sessions of administrators, remote vendors
and other high-risk users
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The Safeguard PAM core platform

One Identity Safeguard
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Safeguard Privileged Password - Password vaulting
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Safeguard for Privileged Sessions - recording
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Safeguard for Privileged Analytics

« Baseline, Compare, Report

start date

Sessions

Username Server hostname Protocol Verdict

Sortby Mostrecent v

FREDDY.BYRNE as admin2to demoapp.demolab.com

(@ 14:52-14:54

[ create report Y 2020-02-12 00:00

enddste

Contains text

Normal activity

Pick a date

Export CSV

:} Advanced

=H3

@ + RDP from win2k16srv.demolab.com » Accepted '20 Mar 12 1 Analytics score: 1
gary.smith asrootto ubuntul (©10:00-10:11 No analytics data

e + SSH from win2k16srv.demolab.com » Accepted 120 Mar 12 nla  Analytics score: - 34
gary.smithas rootto ubuntul (@ 09:00-09:00 No analytics data

e + SSH from win2k16srv.demolab.com » Accepted 120 Mar 12 n/a  Analytics score: - 4
simon.ross as root to ubuntul @ 15:42-15:43 Normal activity

e X SSH from win2k16srv.demolab.com » Connection terminated '20 Mar 10 0 Analytics score: 0 *
FREDDY.BYRNE asroot to ubuntul.demolab.com (©15:36-15:37 Unusual behaviour

e X SSH from win2k16srv.demolab.com > Connection terminated '20 Mar 10 76 Analytics score: 76
FREDDY.BYRNE as admin2to demoapp.demolab.com (@ 15:34-15:36 Normal activity >_ PowerShell

e + RDP from win2k16srv.demolab.com > Accepted 120 Mar 10 3 Analytics score: 3 h
FREDDY.BYRNE asadminlto demoapp.demolab.com (@ 14:06-14:09 Normal activity

@ + RDP from win2k16srv.demolab.com > Accepted '20 Mar 10 2 Analytics score: 2 o

Sessions

Errna C-Eo

[l Create report ¥ 201912010000 7 Pickadate

Verdict Contains text
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SPA - determining digital behavior

Behavioral information
based on log data

Behavioral
information based
on granular session
data
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User behavior analytics (UEBA)

« Gather digital footprints
« Define what is normal, build user baselines

« Identify unusual & risky events in real-time
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Safeqguard PAM - summary

Business Value Core Capabilities

Stronger Security: Reduces the enterprise attack surface by automating
and simplifying privileged credential management, resulting in a more

secure environment.

Compliance: Simplifies compliance and audit reporting with recorded
sessions and detailed access controls, helping organizations meet

regulatory requirements.

Operational Efficiency: Quick deployment, user-friendly interfaces, and

automation help reduce administrative overhead and speed up adoption.

Visibility and Control: Provides granular visibility into who has access to

what, when, and why, supporting both security and operational needs.

(ONE IDENTITY

Privileged Credential Management: Automates and secures credential
management with role-based access and automated workflows.

Passwords can be managed from anywhere, on nearly any device.

Session Management: Controls, monitors, and records privileged
sessions of administrators, remote vendors, and other high-risk users.

Sessions are indexed for easy event search and compliance reporting.

Privileged Analytics: Uses behavioral analytics to detect and rank
anomalies, helping organizations identify and respond to risky behaviors

in real time.

Zero Trust Model: Enforces just-in-time access, ensuring users only
have the privileges they need, when they need them, reducing the attack

surface.
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Privileged Access Governance
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The Unfortunate Truth

« Organizations that still operate privileged
access management and identity
governance in a siloed manner are locked out
from performing critical functions that
impact security:
o Applying identity provisioning process to
privilege accounts

o Enforcing cohesive access policies across target
systems and platforms

o Benefiting from modern governance practices

 When these systems are run independently,
you are unable to get a 360-degree view of
all identities, and their associated user
accounts, entitlements and activity

(ONE IDENTITY
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What Is It?

Privileged access governance (PAG)
protects and manages privileged access
and grants a 360-degree view of users,
accounts and activities. The PAG
integration module connects Identity
Manager with Safeguard PAM and
provides:

« Provisioning and deprovisioning

« Access request and approvals

- Delegation of roles and responsibilities
« Policy/SoD detection and enforcement

« Attestation/Certification of access

(ONE IDENTITY

Identity
Manager

oneidentity.com | confidential

Safeguard

2000000

000 0000000000
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How Does PAG Help?

}p_C_r_ggfv_e_C_lfg_C_qti_ty____, Manage all identity types from a centralized
platform and enforce SoD policies

Stronger Compliance

Correct improper or redundant access
to privileged accounts

_BEEE‘:"_'EP_‘{?["J?_']EE___* Provides ongoing certification/attestation
of PAM access

Unified identity lifecycle management and
> provisioning processes that eliminate administration
silos and redundant tasks

(ONE IDENTITY
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How does it work together?
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Business User

* Business Administration
Request & approval
Resource management
Compliance/Attestation
Risk Management

Authoritative
Sources

PR
.

Target System,
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Business
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PAG Module in Identity Manager

Identity Manager
(IGA)

M ¢ [R]

Policy Workflow Risk
Engine Engine Engine

O = [

ID Store Entitlement Data
Catalog Historization

I|ﬁ|i| [=] D1
Role Provisioning Email
Management

One Identity
Safeguard
(PAM)

Asset/Account Access
Store Permissions

Password Session
Vault Management

o>,

Monitoring
Logging

L

Privileged
Secrets and
Sessions

Administrators /

privileged users

* Request privileged
sessions & secrets

« Configuration
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PAG module in Identity Manager

Unified identity lifecycle and provisioning processes

Correlation of users to identities

Correlation of privileged accounts to user accounts in synchronized
target systems

Provisioning users and user group memberships in Safeguard

Centralized governance, compliance and policy administration

Attestation/Recertification of Access to Safeguard objects
Compliance rules and policies

Workflows, Reports and Dashboards

Behavior Driven Governance

(ONE IDENTITY
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Privileged Access Governance

Integration to PAM platforms

8 Account definitions @) A An integrated Safeguard PAM system

PAM applianca
SPP

Model Whiware Virtual Platform

L] PAM assets (6) &% PAM entitlements (9) A

AD Server RDP 5

IdentityManager@iamserver (ldentity Manager}

ldapserer (Windov
Local Windo
Secure file a

. ’ for domail
E' PAM asset accounts (11) ; . r domain
/
"'I 5

o PAM directories (1)

m [Active Direct

E PAM directory accounts (5)

Admin 2 (iamdem

Admin (iamde

Administrator (lamdemo.com)

(ONE IDENTITY




|
Privileged Access Governance

360° view of managed persons
Access to shops (5)

g Subscribable reports (1)
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PAM sppliance

VMware Virtual Platf
1.0.21516

Privileged Access Governance = =

PAM user account

Patrik Torstensson (PATRIKT)
PATRIKT

360° view of managed persons

@ !denities
&¥A Torstensson, Patrik (12300146) (PATRIKT)

g Subscribable reports (1)

By ey ame ey ST WO Ry

— = . Default email address PATRIKT@iamdemo.com
Phone +468999 9999

Meobile phone

;lenssur; Patrik (12300146) (PATRIKT)

i'iﬂ.ctive product requests (1)

PA r

ne ldentity Manager application role:

' : More information on the PAM user account...
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FAM applance

= Safeguard PAM

Privileged Access Governance

360° view of managed persons

Access to shops (3) ditia nalky sssigned ta busines ok A
Job Roles (1)

Fulltime em ployes

PA| nt

Ronald Stevenson (ROMNALDS)

@ Crokyss
&4 Stevenson, Ronald (10052 1) (RONALDS)
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=3 bled permanenthy
Estermal
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PAM Password requester
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Privileged Access Governance

360° view of managed persons

Access to shops (5)

g Subscribable reports (1)
My ey ame Py ST WITh kiseny

One Identity Manager application roles

mccou Pk Torbarmasn

[ Patﬁ; Torstensson

Acirow Drmizry aw -::ll_t
Torstensson Patrik

PAM appliance
SPP
Model
Applian ion
I\ k interfac

VMware Virtual Platform
3.1.0.21516
192.168.153.105

PAM user account

Patrik Torstensson (PATRIKT)
PATRIKT

@ !dentities
A¥A Torstensson, Patrik (12300146) (PATRIKT)

Default email address PATRIKT@iamdemo.com
+468999 9999

Phone
Mobile phone

PAM appiiznce
SPP

Windows Sessions
Windows Sessions

&, PAM entitlements (3)
AD Server RDP Sessions
1AR VEI

PAM entitlements for the user account via the group

“Windows Session”

Lena Torstenssan (LENAT)
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Privileged Access Governance

Attestation/recertification of privileged access

Create Attestation Policy

. . . Objects to be Attested by this Attestation Polic
Attestation Policy Settings @ ! v Y

Add at least one condition.
[] Disabled

Add condition

[ Attestation policy = ‘

PAM account group attestation

PAM asset account attestation

PAM asset attestation

PAM asset group attestation

Risk index: 0

Comprehensive Privileged Account Governance options...
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Privileged Access Governance

Attestation/recertification example:

ONE IDENTITY One Identity Manager Web Portal

™ a Svenson, Lisa (100123) 9

Privileged access attestations/recertifications

M

Requests + Attestation Responsibilities Data administration v Statistics Setup v
Pending Attestations ) Q Search | | Group by - | Yy o
D Attestation case
D Should the Mlowed to request passwords PAM user group be assigned to the PAM user account Camilla Kendall (CAMILLAK_ADM)? oﬂew @ Deny + Approve
|:| Should the Mlowed to request passwords PAM user group be assigned to the PAM user account Ronald Stevenson (RONALDS)? oﬂew 7] Deny v Approve
D Should the Mllowed to request passwords PAM user group be assigned to the PAM user account Peter Kirby (PETERK)? °New @ Deny v Approve
D Should the Allowed to request passwords PAM user group be assigned to the PAM user account Tony Graham (TONYG)? °New @ Deny v Approve
D Should the Allowed to request passwords PAM user group be assigned to the PAM user account Kurt Olsson (KURTO)? °New @ Deny + Approve
D Should the Allowed to request passweords PAM user group be assigned to the PAM user account Rita Andersson (RITAA_ADM)? oNew @ Deny ~ Approve
1-6of6
Selected items: Mone Show selected only i Actions @ Deny v Approve

—
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Privileged Access Governance

" - .
(ONE IDENTITY One ldentity Manager
Orphaned User Accounts Across All Systems
Filtered by target system “SPP (SPP)" from target system type “Privileged Account Management™.
Account Login name Distinguished name Expires on Disabled Risk index
Marc Sandstrom
(MARCS) MARCS (o] O o4
Assigned Groups Distinguished name Risk index
/ \ SSH sessions @ oo
Password requests for local Windows . 0.00
servers ’
Windows Sessions @ o000
Password ests for local Li s 0.00
Report example that shows assword requestsforlocal Linux servers ®
(0] rp h an ed PA M user accounts Account Login name Distinguished name Expires on  Disabled Risk index
Niklas Angmark
(NIKLASAE) NIKLASAE O O o045
Assigned Groups Distinguished name Risk index
k / SSH sessions @ o000
Password requests for local Windows . 0.00
servers :
Windows Sessions @ o000
Password requests for local Linux servers . 0,00
Account Login name Distinguished name Expires on  Disabled Risk index
SG Admin (sgadmin) sgadmin O @ oo
Assigned Groups Distinguished name Risk index
1GA Administrators @ o0
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Privileged Access Governance - summary

Technical Capabilities Business Value

« 360-Degree View: Provides a complete, centralized view of all users, accounts « Increased Security: Reduces risk by eliminating silos, ensuring
(privileged and non-privileged), entitlements, and activities across the enterprise. proper provisioning, and providing visibility into all access rights.

- Provisioning & Deprovisioning: Automates the lifecycle management of + Stronger Compliance: Simplifies audit and compliance by
privileged accounts, ensuring timely and secure access changes. centralizing reporting and enforcing consistent policies.

- Access Requests & Approvals: Integrates privileged account access into « Better Governance: Detects and corrects improper or redundant
enterprise-wide access request and approval workflows. privileged access and unifies governance processes.

- Delegation & Policy Enforcement: Enables delegation of roles and + Lower Costs: Streamlines administration by consolidating vendors
responsibilities and enforces separation of duties (SoD) policies across all account and eliminating redundant processes.
types.

+ Attestation/Certification: Supports ongoing certification and attestation of

privileged access as part of regular governance processes.
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Thank You !

Questions ?
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