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Rethinhk data, but why?

• AI and data-intensive workloads are changing performance and 
capacity demands

• Cyber resilience has become a storage requirement

• Cost, power, and hybrid strategy are limiting how infrastructure can 
grow



Speed, scale and storage with vSAN

Aggregates storage from hosts in 

a vSAN cluster, presenting it as a 

single datastore

Stores data resiliently across 

hosts in cluster

• Maintain data availability under a 

variety of failures

• Automatic

• Self healing

Fast, scalable and efficient for 

supreme cost savings

• Integrated into hypervisor

• Eliminates need for traditional 

storage

vSphere vSAN

vSAN Datastore

Traditional File Shares Cloud Native

Integrated into 

hypervisor

Single datastore

per cluster

Run workloads on 

cluster or remotely

Distributed scale out architecture

Block     /     File     /     S3



Speed, scale and storage with vSAN

Reduces data storage used while 

maintaining high performance

Highly space efficient ZSTD 

compression algorithm tuned for 

vSAN

Ideal for workloads including:

• Databases

• VDI

• Backup data

Complements GA of vSAN Global 

Deduplication in vSAN for VCF 

9.1

Compression is now an         

always-on feature of a cluster

ESXESX ESX

Upper vSAN layer

Lower vSAN layers

vSAN LFS

Upper vSAN layer

Lower vSAN layers

vSAN LFS

Object
CC

s s s s s s s s

vSAN compression (pre-9.1) vSAN compression (9.1)

Deduplication at a later time

(post process)

Algorithm tuned for best balance of 

compression and CPU utilization

4KB block

Inline compression
Reduced network payload between 

hosts in vSAN cluster and from 

vSphere hosts mounting datastore

• High data compression

• Tuned CPU usage

• Modest data compression

• Minimal CPU usage



Speed, scale and storage with vSAN

Run vSAN Data-at-Rest 

encryption on clusters with vSAN 

Global Deduplication

Encrypt data without any negative 

impact on data reduction ratios 

offered by vSAN

Easily enable using cluster-based 

toggles

New enhancements for improved 

processing efficiency and 

durability of deduplication

Deduplication now supports 

between 3 and 64 hosts

vSphere vSAN ESA

Dedup data object

Dedup metadata object

Writing Data (inline)

VM object

Deduplication post 

processed and 

adaptively throttled

VM object

VM object

vSAN ESA Datastore

Encrypted VMs stored with

maximum space efficiency

#ABCDEF
Find matching hash

2. Encrypt

1. Compress

3. Write

Read and decrypt prior to 

generating secure hash

Data-at-rest encryption

Deduplication



Speed, scale and storage with vSAN

Extend vSAN beyond native VM 

storage

Enable/disable based on 

organizational needs

• SMB and NFS file services

• iSCSI block access for legacy 

workloads

• S3 compatible object storage (tech 

preview)

Provide FIPS validated data-at-

rest and data-in-transit 

encryption

vSphere vSAN DiT

Data-at-Rest
Encryption

vSAN iSCSI
target service

S3 compatible
object storage (tech 

preview)

vSAN File
Services

Cloud native 
applications

Container

PVs

Windows 

clients

Linux

clientsiSCSI Network

Physical Virtual
App

Data-in-Transit
Encryption

vSAN Datastore



Scale UP and OUT for maximum agility

Add capacity the way you want

Scale UP by adding drives

Scale OUT by adding hosts

Agile, cost-effective cluster designs

vSAN Datastore

Scale Out
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vSphere vSANvSphere vSANvSphere vSAN



Stretch cluster (Active-Active DC) – easy with vSAN

vSAN stretched clusters are 

comprised of:

• 2 data sites

• 1 witness site – for witness host 

appliance

Hosts

• Practical minimum of 3 hosts per 

data site

• Maximum of up to 20 hosts in each 

data site – 40 hosts per cluster

Networking

• 10Gbps and <5ms RTT between 

data sites

• 2Mbps and <200ms RTT between 

witness site and data sites

vSAN Stretched cluster

Site for witness appliance

(Fault Domain)

Witness metadata

traffic

ISL

Site A

(Fault Domain)

Site B

(Fault Domain)

Witness metadata

traffic

Replicated data



Protect and Recover VMs against Accidental and Malicious Activities

vCenter

Use vSAN ESA snapshots to 

provide immutable protection

Policy-based protection groups

• Group applications & VMs

• Define protection and retention 

New UI and scheduler

Integrates with VMware Live 

Cyber Recovery

Supports multiple use cases

• Ransomware recovery

• Recover VMs from accidental 

deletion

• Clone VMs for operational agility

Immutable

vSAN

vSphere vSAN ESA

Local protection & uses

Restore VMs no longer in 

vCenter Server

Revert existing 

VMs

Clone VMs

Protection and Recovery

CREATE PROTECTION GROUP

1. Select VMs

2. Create schedules

3. Set immutability mode

Cyber Recovery

Protection & recovery

Isolated recovery

Snapshots Snapshots Snapshots

Cyber Compliance



Cost Efficient Storage Environments for Cyber Recovery

New ReadyNodes tailored 

specifically for Cyber Recovery 

environments

Efficient, cost-optimized 

configurations

• Value-based, high-density QLC 

storage devices

• Lower CPU minimums

Create a secure recovery 

environment for ransomware 

protection through VMware 

Advanced Cyber Compliance 

(ACC)

Deploy as an HCI cluster or 

storage cluster using built-in 

provisioning workflows

CyberRecovery-MED CyberRecovery-LRGCyberRecovery-SM

Cyber Recovery

Isolated recovery environment

vSAN

vSphere vSAN ESA

Cloud Foundation

Cyber Compliance

Up to 2x more 

storage capacity

• Use high-density, value-

based QLC devices

• Up to 720TB per host

Up to 33% fewer 

CPU cores

• Capacity-centric, low 

compute configurations

• Reduces licensing



Deploy vSAN without Purchasing New Servers

Take advantage of your existing 

vSAN storage entitlements with 

your VCF licensing

Retrofit eligible servers running 

vSphere with as little as additional 

certified storage devices*

Extend life of existing servers 

during industry shortages of 

servers

Functionally equivalent to a vSAN 

ReadyNode, and fully supported

3.  Enable vSAN

vCenter

vSAN Datastore

1.  Check server eligibility

4.  Migrate workloads

2.  Install certified devices

vSphere vSpherevSAN

Devices claimed

for vSAN

* Some servers may not be eligible, or may need additional modifications to support NVMe devices

5.  Do whatever with existing 

storage array
Storage array

Connectivity to hosts



Deploy vSAN without Purchasing New Servers

• A key objective of VCF 9 is hardware continuity – enable customers to modernize their cloud 
infrastructure, and part of that design is doing so without forcing unnecessary hardware refresh 
cycles.

• In short, if your infrastructure is running on supported vSphere or vSAN 8.x hardware today, it is 
highly likely to be eligible for VCF 9.

• VCF 9 BCG (https://compatibilityguide.broadcom.com/) listing now total 3404 server models

https://compatibilityguide.broadcom.com/


Important – vSAN is part of VVF and VCF license – just use it!



Rethinhk data with vSAN

• Speed answers AI. Storage must keep up with data-hungry 
workloads, vSAN will adress this performance and scale requirements.

• Scale answers cost and power. Capacity should grow in step with 
need, not in big purchases, while keeping existing HW and investment.

• Storage answers cyber resilience. Data services and policy decide 
whether data is protected and recoverable, enabling local and remote 
resilience.
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